BORDEN PARISH COUNCIL'S INFORMATION TECHNOLOGY (IT) POLICY
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1. Introduction

This policy has been adapted from the template provided in the Practitioners Guide 2025.
This policy outlines the guidelines and responsibilities for the appropriate use of IT
resources and email by council members, employees, volunteers, and contractors.

Borden Parish Council, henceforth known as “the Council”, recognises the importance of
effective and secure information technology (IT) and email usage in supporting its business,
operations, and communications.

Borden Parish Council operates with one employee (the Clerk), working primarily from
home, using one council-owned laptop and Microsoft 365 cloud services. The Council does
not operate a central server, office network or shared drive.

2. Scope
This policy applies to all individuals who use IT resources, including computers, laptops,
mobile devices, networks, software, email accounts, and data.

Council-provided devices should be used for work purposes, but the Clerk and members
may use personal devices. All users must follow this policy to maintain digital security.

3. Training and awareness

The Council will support regular training and resources to educate users about IT security
best practices, privacy concerns, and technology updates. Users are expected to engage in
regular training on email security and best practices, including but not limited to:

- the Parish Council Domain Helper Service’s virtual cybersecurity workshops for councils

- The National Cyber Security Centre Cyber Security training for small organisations and free
Cyber Action Toolkit.

- Stay informed about phishing, malware, and other cyber threats.

4. Acceptable use of council-provided IT resources and email

* When using IT resources for the Council’s purposes, you must adhere to ethical
standards and respect copyright and intellectual property rights.

* Where possible, authorised devices, software, and applications will be provided by the
Council for work-related tasks.

e Users must not install software unless authorised by the Clerk, or access, store, or
forward inappropriate or offensive content.

* The Council’s IT resources are provided for official purposes. Reasonable personal use is
permitted for the Clerk where it does not interfere with council work.

* Social media use must follow the Council’s Social Media & Electronic Communications
Policy and the Members’ Code of Conduct.

5. What you must do if you use your own personal devices
If using personal devices for council business, users must ensure:
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Use of strong passwords (preferably via a password manager).

Devices have the latest operating system updates installed.

Up-to-date antivirus software is installed and active.

Separation of personal and council data.

Council data is stored securely and backed up per council procedures.

Work profiles are used for council tasks if the device supports multiple profiles.

. Network and internet usage

Always use secure, trusted Wi-Fi networks. Avoid public or unsecured networks when
accessing council systems.

Internet content should be treated cautiously regarding accuracy and security.

Emails and documents must be transmitted via secure channels (e.g., Microsoft 365
secure links).

. Password and account security

Users are responsible for the security of their accounts. Follow the National Cyber
Security Centre’s (NCSC) guidance for strong passwords.

Multi-Factor Authentication (MFA) should be enabled wherever possible.

Login details and passwords must be stored securely to allow trusted emergency access.
Only authorised personnel may access accounts for investigation, recovery, or system
maintenance.

Passwords must be changed immediately if compromise is suspected.

. Email communication

The Council will endeavour to provide you with an official email account for
organisation-related communication only. If you are currently using a personal email
account, you should aim to move over to an official email account as soon as practically
possible.

You must make sure that emails are professional and respectful in tone. You must

always check that you are sending any confidential or sensitive information to the
correct recipients.
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» Archived emails and files should be retained in compliance with the Council’s data
retention policy, typically no longer than required for legal purposes.

e Regularly review and delete unnecessary emails to maintain an organised inbox.

e Users must avoid storing council data on personal cloud services unless authorised.

e Devices must be encrypted and password-protected. Access must be removed before
disposal or when leaving the council.

11. Reporting security incidents

e All suspected security breaches, including malware infections, data loss, phishing
attempts or email breaches or incidents, should be reported immediately to the Parish
Clerk/Chair.

¢ |f the breach involves the Clerk’s own device, report directly to the Chair.

e The Council’s IT support provider (currently Waveney IT) may be called upon to
investigate and resolve incidents. This may include the Clerk authorising them to
remotely access a Council device to identify and remove malware or other threats.

o Affected devices should not be used for Council business until authorised.

e Incidents will be documented and investigated following GDPR and the council’s Data
Protection Policy.

12. Compliance and consequences
Breach of this policy may result in:
e Suspension of IT access or privileges.
* |nvestigation under the council’s disciplinary procedures.
e |n serious cases, formal disciplinary action, including dismissal.

13. Policy review

This policy will be reviewed annually to ensure its relevance and effectiveness. Updates may
be made to address emerging technology trends and security measures.

14. Contacts

For IT-related enquiries or assistance, users can contact the Parish Clerk at
clerk@bordenparishcouncil.gov.uk, who holds the contact information for Waveney IT.

All staff and councillors are responsible for the safety and security of IT and email systems.

Signed by the Chair
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